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Prevent now, secure tomorrow

What is a DNS server?

	 1 	How do I get to www.example.com.

	 2 	Corporate DNS server forwards request  
to Secutec SecureDNS server.

	 3 	www.example.com is checked with  
the SIAM Database.

	 4 	www.example.com is not known as  
malicious in the SIAM Database.  
The requested domain transfers  
into an IP address.

	 5 	Thanks! I’ll cache that for a while  
in case I get more requests.

Automatically detect and block  
new threats which your current security  
solution doesn’t even know about

Today’s firewalls and spam filters are quite 
adept at stopping threats from entering your 
organization’s network. However, those that do 
manage to penetrate your defenses are difficult 
to contain. Monitoring and securing your DNS 
requests prevents threats from becoming active 
by cutting off their access to outside networks.

Secutec SecureDNS helps you monitor and protect 
your corporate network by detecting and blocking 
malicious domains of which your current anti-
spam, firewall and proxies are not yet aware. 
This makes Secutec SecureDNS the most effective 
security solution to outsmart malware, phishing 
attempts or any other attack vectors.

How Secutec SecureDNS puts  
you ahead of cyber threats
Secutec SecureDNS is a reliable security solution that 
prevents your systems from connecting to malicious 
domains. It adds a necessary layer of safety on 
top of your current antivirus and firewall solutions, 
protecting your organization from malware, phishing 
and other types of cyber attacks.

Our solution automatically forwards your org­
anization’s DNS queries to the Secutec SecureDNS 
server to be instantly reviewed against our cyber 
threat intelligence database. If a user tries to 
connect to a malicious domain, their connection 
will be blocked. However, if the domain is safe, 
the connection is established. The entire process 
happens without lag or inconvenience to the user.

Remote workers can be easily protected as well, by 
sending their DNS requests directly to the Secutec 
SecureDNS server. This way, everyone in your 
organization is automatically protected, regardless 
of their location.
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How Secutec SecureDNS  
benefits your organization
Affordable multi-vendor solution: Secutec SecureDNS 
gathers information from all leading cyber security 
vendors, honeypot services and local cyber security 
agencies.

Automatic monitoring and alerting: Secutec SecureDNS 
automatically monitors all your DNS requests 24/7/365. 
All  requests to malicious domains are blocked and you 
will  receive immediate notifications for the most critical 
ones.

Customization: Every customer is different, which is why 
we offer a tailor-made approach. We will customize 
allow- and  deny-listing according to your needs.

Reporting dashboard: Keep track of your security status 
with our detailed dashboard. Reports and alerts are fully  
automated and personalized.

Easy implementation: In less than 60 minutes, our solution 
specialists will help you modify your DNS configuration.

System agnostic: Our solution seamlessly integrates 
with your current network and security setup.

Secutec SecureDNS  
Agent

Protection that is always-on,  
even if you are outside of  
your network

Protect your employees anywhere 
Ensure that roaming users enjoy the same 
protection outside of your network, even 
without a VPN connection.

No end-user action needed 
The SecureDNS Agent automatically sends 
all DNS requests to the Secutec SecureDNS 
server.

What is the SIAM Database?
The Secutec Integrated Advanced Malware Database (SIAM) is a cyber threat intelligence database that 
brings together information from thousands of sources. It is the beating heart of the Secutec SecureDNS 
solution and is updated 24/7/365 to protect users from threats before they become dangerous.
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CERT feeds 
Exclusive acces to new threats

Newly Seen Domains 
24h blocking

CCB proprietary feeds
20,000 urls each day
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Clients Secutec  
SecureDNS 

server

SIAM 
database

400 
Virtual honeypot feeds

Corporate  
DNS server

Two-way exchange with
all leading cyber security vendors


